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[bookmark: _Ref12270897][bookmark: _Toc14082721][bookmark: _Toc95388998]Introduction
[bookmark: _Toc14082722][bookmark: _Toc95388999]Document Purpose
This document defines the Conformance Testing Procedure that will be used by the Economic Operator (EO) system within the scope of ICS2 Conformance Testing (CT) for Release 2. The main purpose of this Conformance Test Organisation Document (CTOD) is to plan the practical arrangements regarding the Self-Conformance Testing (CT) campaign – planning, preparation, and execution activities. This document is complemented by the ICS2 Test Design Specifications for EO Conformance Testing [RD03] [RD04], which describe the business scenarios to be tested by the EOs.
[bookmark: _Toc95389000]Target audience
The target audience for this document is any person or service in the Economic Operators Project Team, National Administrations Project Team and in the Central DG TAXUD Teams involved in:
The development of the business scenarios, test scripts and test data for ICS2;
The organisation and the co-ordination of the CT activities for ICS2;
Implementing the EO CT campaign for ICS2;
Executing the EO CT campaign for ICS2;
The Quality Assurance for the ICS2 CT campaign.
It is assumed that the reader possesses the required knowledge of the ICS2 system and has read the Reference Documents and basically the HTI Interface Control Document [RD01].
[bookmark: _Toc95389001]Scope
The Conformance Test Organisation Document (CTOD) covers the organisation, execution, and follow-up of the ICS2 EO Conformance Testing campaign. The CT campaign aims at Self-testing the compliance of the EO systems with the system-to-system (S2S) interface specifications of the Harmonised Trader Interface (HTI). This includes compliance with AS4 interface profile, usage of Digital Certificates, semantic validation of the messages sent by traders, testing the notifications that are dispatched towards traders and their responses to ICS2 requests. During the EO Self-Conformance Testing, the NES systems' input is simulated by mock-ups.
[image: ]
[bookmark: _Toc95389063]Figure 1: EO Conformance Testing
[bookmark: _Toc40017908][bookmark: _Toc40033112][bookmark: _Toc40081110][bookmark: _Toc40164700][bookmark: _Toc14082725][bookmark: _Toc95389002]Structure
This document is organised as follows:
Chapter 1 – Introduction: describes the scope and the objectives of the document;
Chapter 2 – Testing Organisation: extensively presents the CT organisation;
Chapter 3 – Connection to ICS2 Conformance Test Environment: presents the prerequisites that EOs need to connect to ICS2 system;
Chapter 4 – Conformance Test Specification: briefly summarizes the test categories, test data, validation, error and problem handling, as well as acceptance criteria for closing the Conformance Testing;
Chapter 5 – Risk and mitigation planning: presents the risk and mitigation planning;
Chapter 6 – After CT Activities - Operations Checklist: briefly summarizes the activities that should be accomplished after completion of Conformance Test campaign;
Annexes: contains the various templates to be used during CT.
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	Title
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	AD01
	TEMPO – Glossary of Terms
	DG TAXUD
	3.11
	23/08/2013

	AD02
	Specific Contract 09
	DG TAXUD
	N/A
	01/06/2021


[bookmark: _Toc14082717][bookmark: _Toc95389055]Table 2: Applicable documents
[bookmark: _Toc14082728][bookmark: _Toc95389005]Abbreviations & Acronyms
For a better understanding of the present document, the following table provides a list of the principal abbreviations and acronyms used.
See also the ‘list of acronyms’ on TEMPO.
	Abbreviation/Acronym
	Definition

	AEO
	Authorised Economic Operator

	AS4
	Applicability Statement 4

	CA
	Certificate Authority

	CCN2
	Common Communications Network 2 (middleware)  

	CONF
	Conformance Environment

	CPT
	Central Project Team

	CRS
	Customs Reference System

	CS/RD2
	Common Service for Reference Data version 2

	CT
	Conformance Testing

	CTAS
	Conformance Test Automated Scripts

	CTOD
	Conformance Test Organisation Document

	DDS2
	Data Dissemination System 2

	DG TAXUD
	Directorate General - Taxation and Customs Union

	E2E
	End-to-End

	EC
	European Commission

	ECICS
	European Customs Inventory of Chemical Substances

	ENS
	Entry Summary Declaration

	EO
	Economic Operator

	EORI
	Economic Operators Registration and Identification number

	EO-DECL
	Economic Operator Declarant

	EO-REP
	Economic Operator Representative

	EO-CONF
	Economic Operator Configurator

	EUCTP
	EU Customs Trader Portal

	HTI
	Harmonised Trader Interface

	HTTPS
	Hypertext Transfer Protocol Secure

	ICD
	Interface Control Document

	ICS2
	Import Control System 2

	ITSM
	IT Service Management

	ITSP
	IT Service Provider

	LOTL
	EU List of eIDAS Trusted Lists

	MEP
	Message Exchange Pattern

	MRN
	Movement Reference Number

	MS
	Member State

	MON&BS
	ICS2 Monitoring and Business Statistics tool

	OPS
	Operations

	PROD
	Production Environment

	S2S
	System-to-System

	SAML
	Security Assertion Markup Language

	SSL
	Secure Sockets Layer

	STI
	Shared Trader Interface

	STP
	Shared Trader Portal

	TAPAS
	DG TAXUD AS4 Access Point

	TARIC
	Tarif Intégré de la Communauté

	TES
	Trans-European system

	TI
	Trader Interface

	TLS
	Transport Layer Security

	UCC
	Union Customs Code

	URL
	Uniform Resource Locator

	UUM&DS
	Unified User Management and Digital Signatures


[bookmark: _Reference_Documents][bookmark: _Toc11335282][bookmark: _Toc14082718][bookmark: _Toc95389056]Table 3: Abbreviations and acronyms
[bookmark: _Toc14082729][bookmark: _Ref88244401][bookmark: _Toc95389006]Definitions
For a better understanding of the present document, the following table provides a list of the principal terms used.
A complete list with the ICS2 terminology can also be found in ICS2 definitions document [RD02].
	Term
	Definition

	AS4 access point
	An AS4 access point is an operational IT component that implements the AS4 specifications for the exchange of information with other AS4 access points, be it a Shared Trader Interface (STI) or an access point used by an Economic Operator (EO).

	Business Role
	A business role is defined as the responsibility for performing specific behaviour, to which an actor can be assigned. The business role is determined according to the interaction that an EO’s system has with ICS2. Business roles consist of the following types:
•    Carrier;
•    Express Operator;
•    House Filer;
•    Notify Party;
•    Person Notifying the Arrival;
•    Postal Operator.

	Business Scenario
	A Business Scenario is simulation of business processes in operations expressed in number of steps to cover a specific functionality of the system for testing purposes. The Business Scenarios are pre-configured at the application level and considered as pre-conditions for the user Interface Use Cases.

	Carrier
	Carrier means in the context of entry, the person who brings the goods, or who assumes responsibility for the carriage of the goods, into the customs territory of the Union. However,
(i) in the case of combined transportation, "carrier" means the person who operates the means of transport which, once brought into the customs territory of the Union, moves by itself as an active means of transport;
(ii) in the case of maritime or air traffic under a vessel- sharing or contracting arrangement, "carrier" means the person who concludes a contract and issues a bill of lading or air waybill for the actual carriage of the goods into the customs territory of the Union.

	Certificate Authority
	A Certificate Authority (CA) is an entity that issues digital certificates. A digital certificate certifies the ownership of a public key by the named subject of the certificate. This allows others (relying parties) to rely upon signatures or on assertions made about the private key that corresponds to the certified public key. A CA acts as a trusted third party—trusted both by the subject (owner) of the certificate and by the party relying upon the certificate. The format of these certificates is specified by the X.509 standard.

	Conformance Testing
	This testing is done to obtain technical assurance that an Economic Operator is ready to enter the trans-European system without risk of disturbing the parties already in operation in the system.

	Conformance Test Organisation Document
	The Conformance Test Organisation Document covers the organisation, performance and follow-up of the ICS2 Conformance Testing. It describes the activities to be performed during the CT as well as the roles and responsibilities of the CPT (Including ITSM contractor) and the MS.

	Delegate/ Representative
	The person who is assigned the authorisation(s) by the delegator.

	Delegation
	The delegation is the action of a person (legal or natural) to assign to another natural or legal person to act on his behalf by delegating one or more of his authorisations defined as business profiles. The scope of the delegated business profiles (scoped by application) can be the same or a subset of the one of the original business profile.

	Delegator
	The person who owns the authorisations and decides to assign -all or part of- them to another natural or legal person (delegate).

	EO Self-Conformance Testing
	As of Release 2, EOs will be given the possibility of Self-Conformance testing. EO Self-Conformance Testing will be the new approach used for EO CTAS as of Release 2 and it is a different approach compared to the standard EO CTAS that was followed for Release 1. The approach to verify the conformance of the EO systems will be based on test scenarios and business scenarios. Those will be triggered from the ICS2 STI STP conformance campaign screen(s), dedicated solely for the purpose of an EO user to configure and execute the conformance test campaigns.

	House Filer
	House filer is an entity authorised to carry out operations related to shipment of consignments or person having at its disposal all the necessary data elements to lodge ENS filing, e.g., freight forwarder, ground handling agent, importer (more relevant for ICS2 R3).

	ITSM
	The DG TAXUD contractor responsible for the central operation in ICS2.

	ITSM3 OPS
	Private consortium in charge of the operations of the DG TAXUD infrastructure and datacentre facilities; subcontractors of the DG TAXUD.

	ITSM3 TES
	Private consortium in charge of IT service management; subcontractors of the DG TAXUD.

	IT Service Provider
	An IT Service Provider (ITSP) is a legal person that offers services involving the development of system for the delivery and reception of messages to and from ICS2 TI.
An IT Service Provider must be identified and registered by Customs to be authorised to exchange messages with TI.
Any EO can have its own system or make use of services from one or several ITSPs for the delivery of ICS2 messages to Customs (via STI/NTI). The use of these services must be covered by a contractual arrangement where the EO assumes the responsibility of any information sends by the ITSP to Customs.

	Notify Party
	A Notify Party is an entity who has an agreement with and represents an air carrier who is acting as declarant or person presenting the goods, e.g., freight forwarder, ground handling agent etc.

	Person Filing
	Person filing means any person that submits to the customs authority ENS filing in its complete or partial content and other notifications in the prescribed form and manner. This person can be any person that issues bill of lading or air waybill in any form and can be either carrier, NVOCC, freight forwarder, or any person identified by the legal provisions obliged to submit required particulars of ENS to the customs and can include postal operator, consignee stipulated in the lowest bill of lading. Person filing also includes representative of any of the persons mentioned above that submits the ENS Filing in its complete or partial content to the customs authority on behalf of the person that it is representing.

	Person Notifying the Arrival
	A Person notifying the arrival is a carrier that actually operating means of transport and submitting Arrival notification.

	QA
	Quality Assurance also used to describe DG TAXUD’s contractor responsible for Quality Assurance.

	Sender
	The present document refers to the term "sender" as the system sending the technical messages to the TI. This can be a system implemented by the EO lodging the ENS filings or by an IT Service Provider. The sender is understood as a system actor in the ICS2 system context and is the one authenticated and authorised from the system security point of view. 

	Shared Trader Interface (STI)
	The STI represents the IT system that will be used by Economic Operators to communicate with customs authorities in the context of ICS2. The STI will be developed, hosted and operated by DG TAXUD.

	Test Case
	A test case is a set of steps applied to transit the system from a known initial state to an expected final state. It is characterised by:
· An identifier that uniquely identifies the test case;
· A short description of its purpose;
· One or several actors performing the actions on the system;
· A set of prerequisites describing the initial state of the system;
· A set of steps defining the actions performed by the actors and their expected results. Steps may describe input values and expected output values if applicable for the tested feature;
· A set of post-conditions describing the state in which the system is expected to be after the execution of the steps;
· A set of pass criteria defining the conditions under which the test can be considered as passed.
A test scenario is realised by one or several test cases without an explicit mapping between the test cases and the test scenario guidelines.

	Test Scenario
	A test scenario is a set of guidelines enabling to assess the testing coverage of a feature against its specifications. It is characterised by:
· An identifier that uniquely identifies the test scenario;
· A description of the covered feature.
A set of guidelines (e.g. a high-level action performed on an abstract set of data) that can be ordered if the tested feature requires it.

	UUM&DS
	Unified User Management and Digital Signature System (UUM&DS) implements identity federation between the Commission and all 27 Member States' identity and access management systems for the purposes of providing secure authorised access to the EU Customs electronic systems for EU Economic operators and persons other than the economic operators.


[bookmark: _Toc4422374][bookmark: _Toc3887743][bookmark: _Toc11335283][bookmark: _Toc14082719][bookmark: _Toc95389057]Table 4: Definitions

[bookmark: _Toc90373858][bookmark: _Toc90373962][bookmark: _Toc90461024][bookmark: _Toc90373859][bookmark: _Toc90373963][bookmark: _Toc90461025][bookmark: _Toc90373860][bookmark: _Toc90373964][bookmark: _Toc90461026][bookmark: _Toc90373861][bookmark: _Toc90373965][bookmark: _Toc90461027][bookmark: _Ref37665680][bookmark: _Toc95389007][bookmark: _Toc265249155]Testing Organisation
The organisation of the Conformance Testing campaign for Economic Operators follows the agreed approach for the overall operational strategy organisation agreed with the Member States.
The main principle being that Member States or National Customs Authorities are responsible for the coordination of Economic Operators (EO) CT activities and for the training of EOs regarding the EO Self-Conformance Testing campaign.
For the initiation of a test campaign, the EO must first contact the National Authorities and provide their EORI number[footnoteRef:2], their plan for CT execution, and their plan for moving to ICS2 Operations. During the test campaign, National Authorities will coordinate directly with the EO keeping DG TAXUD informed of the progress status. [2:  EORI number must exist in the EOS system in CONF and consequently in CRS.] 

[bookmark: _Ref89853731][bookmark: _Toc95389008]Roles and Responsibilities
The current section presents the roles and responsibilities of the stakeholders involved in the ICS2 Conformance Testing for Release 2.
[bookmark: _Ref88475085][bookmark: _Ref89954983][bookmark: _Toc95389009]Economic Operator (EO) - Sender
The Economic Operator is any person who has been identified by the legal provisions obliged to submit ENS filing to the customs authorities via the Shared Trader Interface (STI) using a system (EO system) (see legal framework which is contained in the Union Customs Code (UCC) and its Implementing Provisions). For the Conformance Testing activities, the role of Sender is defined, which corresponds to the EO or IT Service Provider (ITSP)[footnoteRef:3] who implements the technical interface to be tested and used for sending the technical messages to the STI. Specifically, the concrete responsibilities of the Sender related to Conformance Testing are the following: [3:  Please note that despite using the Service Provider services, EOs (Postal Operators) established in the European Union remain "declarant" and are legally obliged to comply with timely, accurate and complete entry summary declaration lodgement and all related procedural requirements, as per Union Customs Code and its implementing provisions.] 

· Read and understand in depth the relevant documentation that is published (see section 2.5);
· Define an EO SPOC as a focal point in the coordination with the National Customs Authority;
· Obtain the required digital certificates (i.e., for TLS and for sealing);
· Implement the AS4 access point (according to the HTI – Interface Control Document [RD01]);
· Obtain an EORI by a responsible MS and registers the digital sealing certificate in UUM&DS in CONF environment (see section 4.2.2.1 of the HTI – Interface Control Document [RD01]);
· Request to NSD the creation of users and roles in UUM&DS in CONF environment for accessing the EUCTP, and consequently the STI-STP (see Annex E);
· Provide to responsible MS a plan for EO Self-Conformance Testing;
· Make sure that EO CT prerequisites (i.e., certificate registration, AS4 Access Point configuration, connection is in place) are fulfilled before CT campaign commences (see 2.3.1);
· Self-execute successfully through STI-STP, all conformance test business scenarios relevant to its business role and the ENS filing types that the EO is obliged to submit;
· EO SPOC to follow up tickets (in case of errors regarding CT) that were registered by NSD;
· Contact National Service Desk (NSD) and request for support in case errors are detected or information is needed by using a template (see Annex C).
[bookmark: _Toc95389010]IT Service Provider (ITSP)
An IT Service Provider (see definition in 1.8) is a legal person contracted by a Person filing for services involving the delivery and reception of messages to and from ICS2 TI. ITSP can provide business services to multiple EOs. During Self-conformance testing, the ITSP must register a conformance test campaign for each business role that intends to perform and to run the campaign by testing all the pre-defined business scenarios successfully. If the selected role is Carrier or House filer, ITSP should select out of a list with ENS filing types that are available for testing. Upon selection of the type, a set of business scenarios corresponding to those ENS filings will be proposed for execution.
When an ITSP offers its services to several EOs of the same business role, then, during Self-conformance testing, it is required to perform only one campaign, not a separate campaign for each EO.
[bookmark: _Ref89954197][bookmark: _Toc95389011]National Customs Authority / National ICS2 Project Team 
The role of National Customs Authority (or dedicated National ICS2 Project Team) is to be the SPOC for CT requests by the Sender. Specifically, the National Customs Authority is responsible for the following activities:
· Ensures the communication, the coordination and the schedule with the EO;
· Provides the EO CT Project Plan (Annex A) to DG TAXUDs;
· Verifies and validates the sealing certificate registration by the EO;
· Organises and delivers trainings to EOs;
· Registers Economic Operators. This shall be provided by Member States using other systems: EOS (Economic Operator Systems) and UUM&DS;
· Manages processes related to the registration, identification and maintenance of the identities of the Economic Operators and their representatives, in their Identity & Access Management (IAM) systems, connected to the UUM&DS;
· Provides to EOs the UUM&DS user-roles in CONF environment needed to access EUCTP, and consequently the STI-STP (see section 3.3.4);
· Checks the business and technical readiness of Traders before they start to send ENS to the STI;
· Maintains the EO Consolidated Report (Annex G) to monitor the EO Self-Conformance Testing progress of the EOs that pertain under their responsibility;
· Provides the service desk support to EOs for CT related incidents;
· Acts as an escalation point along with DG TAXUD.
[bookmark: _Toc95389012]DG TAXUD - European Commission
DG TAXUD has the overall responsibility for the conformance testing. In particular, DG TAXUD is responsible for the following activities:
· Provides the central Access Point and STI services for the Conformance Testing;
· Manages the ITSM Contractors;
· Delivers the training and relevant training material to MS;
· Produces and publishes on Europa page (CIRCABC groups ICS2 release 2) ICS2 Common Functional and Common Technical System Specifications;
· Provides support to ITSM contractors when is needed;
· Acts as an escalation point in the context of the daily operation of the NSD.
[bookmark: _Toc95389013]ITSM Contractors of DG TAXUD
The role of ITSM is to provide support during EO conformance testing campaign. The support may include some of the following activities:
· Based on the configuration provided by Sender through STI-STP, implement configurations at TAPAS and STI level for the establishment of the connectivity between TAPAS and EO System AS4 Access Point(s); [OPS]
· Configures and maintains the conformance environment; [OPS]
· Handles issues in DG TAXUD ticketing system (ITSM SYNERGIA ESS) dispatched by NSD, which need further investigation by the development team or/and DG TAXUD; [OPS and TES]
· Consolidates weekly the EO CT plan provided by MS in order to ensure sufficient system capacity; [TES]
· Provides training session to MS, when defined by DG TAXUD, regarding EO Self-Conformance Testing execution; [TES]
· Registers incidents regarding technical or business-related defects related to central components for further investigation by the development team or/and DG TAXUD; [TES]
· Provides report on the EO CT progress based on data extracted from ICS2 MON&BS; [TES]
· Performs risk analysis and escalates, if necessary, to DG TAXUD the issues or blocking points identified during the EO Self-Conformance Testing. [TES]
[bookmark: _Toc87870956][bookmark: _Ref90032109][bookmark: _Toc95389014]National Service Desk (NSD)
The role of National Service Desk is to provide meaningful support to the EOs in the activities that concern the EO Self-Conformance Testing.  The NSD is responsible for the following activities:
· Provides assistance in the upload and registration of the sealing certificate in UUM&DS CONF;
· Supports the establishment of EO’s AS4 Access Point(s);
· Follows-up and provides assistance to EOs through ICS2 MON&BS during Self-conformance test campaign;
· Logs any issues/incidents found during EO Self-Conformance Test campaign that need to be investigated by National Service Helpdesk or Central Service Desk;
· Resolves any issue/incident occurred during the EO Self-Conformance Test campaign or dispatching them to Central Service Desk in case this is related to ICS2 central components;
· Follows-up the CT incidents and shares the provided feedback to relevant EOs;
· Represents the EO in the information exchange flow from NSD towards CSD and vice versa.
[image: ]
[bookmark: _Toc95389064]Figure 2: Communication channel among EO, NSD and CSD
[bookmark: _Toc87870957][bookmark: _Toc95389015]Central Service Desk (CSD)
The EO Self-Conformance Test campaign issues that are related to ICS2 central components, will be assigned to DG TAXUD Central Helpdesk, who will dispatch to the appropriate central support teams. Central Service Desk is responsible to provide support to NSD in case of EO CT related issues that cannot be resolved at NSD level.
[bookmark: _Toc285801170][bookmark: _Toc8913296][bookmark: _Toc9844597][bookmark: _Toc14082735][bookmark: _Toc95389016]Planning and Milestones
Before the start of each Conformance Testing, the EO SPOC should share the planning of CT activities (see Annex A) to their responsible[footnoteRef:4] National Customs Authority. [4:  As 'responsible' is considered the National Customs Authority from which a Sender has obtained its EORI number.] 

[image: ]
[bookmark: _Ref89849014][bookmark: _Toc95389065]Figure 3: Duration of EO Conformance testing
It is strongly recommended for EOs to start the CT campaign at the first half of the CT timeline[footnoteRef:5] that has been defined and as far as possible from the end, in order to ensure that there will be sufficient time for software corrections and re-testing before entering the ICS2 operations on 01/03/2023. In order to ensure enough support availability at NSD level, the plan for the Conformance Testing must be sent to the MSs by the Sender before the testing date and also, any changes in the initial plan should be communicated in a timely manner. [5:  The timeline that is depicted in Figure 3 regarding E2E campaign is indicative and may change. More details regarding E2E campaign will be described in E2E CTOD.] 

[bookmark: _Toc90373872][bookmark: _Toc90373976][bookmark: _Toc90461038][bookmark: _Toc90373873][bookmark: _Toc90373977][bookmark: _Toc90461039][bookmark: _Ref89765945][bookmark: _Toc95389017]Conformance Campaign Procedure
This section provides an overview of the EO Conformance Test procedure to be followed.
[bookmark: _Ref89954954][bookmark: _Toc95389018]Prerequisites
Table 5 summarises the prerequisites that should be fulfilled by each entity in order EO to be ready for starting the Self-Conformance Testing. For each action there is a reference of the current or external document where audience can consult for more details.
	Action
	EO
	MS
	ITSM OPS
	Reference

	1. Set up the necessary infrastructure to perform the tests
	Ö
	
	
	RD01

	2. Communicate EO plan for Self-conformance execution to MS
	Ö
	
	
	Annex A

	3. Communicate EO plan for Self-conformance execution to DG TAXUD
	
	Ö
	
	2.1.3

	4. Obtain EORI from National Customs Authority
	Ö
	Support
	
	2.1.1

	5. Obtain the required digital certificates (i.e., for TLS and for sealing)
	Ö
	
	
	3.3.1

	6. Develop and validate EO Access Point(s) according to HTI – ICD
	Ö
	Support
	
	RD01

	7. Create UUM&DS user and roles in CONF environment for accessing EUCTP and STI-STP
	Ö
	Support
	
	2.7

	8. Connect to ICS2 Conformance Environment
	
	
	
	

	6.1 Upload and register the sealing certificate in UUM&DS in CONF environment
	Ö
	Support
	
	3.1

	6.2 Establishment of EO’s AS4 Access Point(s) through STI-STP in CONF environment
	Ö
	
	
	3.2.1

	6.3 Configure EO’s AS4 Access Point(s) at TAPAS and STI level CONF environment
	
	
	Ö
	3.2.1

	6.4 Verify proper establishment of the connectivity
	Ö
	
	
	3.2.2


[bookmark: _Ref88474124][bookmark: _Toc95389058]Table 5: List of prerequisites to be fulfilled
[bookmark: _Toc95389019]Conformance Campaign Set up and Execution
Table 6 summarises the actions that should be accomplished to set up and execute EO Self-Conformance Campaign. For each action there is a reference of the current or external document where audience can consult for more details.
	Action
	EO
	MS
	ITSM OPS
	Reference

	1. Set up Conformance Test campaign in STI-STP
	Ö
	
	
	2.8.1

	2. Run Conformance Test campaign in STI-STP
	
	
	
	

	2.1 Perform Self-conformance testing in STI-STP
	Ö
	
	
	2.8.2   4

	2.2 Follow up and support EO Self-CT through ICS2 MON&BS
	
	Support
	
	2.5

	3. Conformance Test campaign Validation
	
	
	
	

	9.1 Test results are validated on STI
	
	
	
	4.3

	9.2 Consult EO Self-CT campaign status via ICS2 MON&BS UI
	
	Ö
	
	2.5

	9.3 Upload in PROD environment via MON&BS UI a file with the success EO Self-Conformance Test Campaigns that have been previously downloaded from CONF environment
	
	Ö
	
	RD06

	4. Implement activities after Conformance Test campaign
	
	
	
	

	4.1 Establishment of EO’s AS4 Access Point(s) through STI-STP in PROD environment
	Ö
	
	
	6

	4.2 Configure EO’s AS4 Access Point(s) at TAPAS and STI level in PROD environment
	
	
	Ö
	6

	4.3 Complete activities defined in the Operational Checklist
	Ö
	
	
	Annex B


[bookmark: _Ref89944628][bookmark: _Toc95389059]Table 6: List of action to be performed during Conformance Campaign
[bookmark: _Toc95389020]Communications
Continuous communication and synchronisation between all the involved parties are essential during the Conformance Testing activities. 
As mentioned before, the EO SPOC is responsible for sending their request relevant to EO Self-Conformance Testing to the National Customs Authority. Then, the National Customs Authority should inform the National Service Desk for providing the necessary feedback. In case a request cannot be solved by NSD, then, NSD dispatch the initial request to Central Service Desk by registering a ticket in DG TAXUD ticketing system (ITSM SYNERGIA ESS). National Customs Authority should ensure that any feedback that will be provided through the registered ticket will reach the EO SPOC who initially raised the request.
DG TAXUD ticketing system will be used during the CT activities by ITSM for issues that need to be further investigated or escalated to the National Service Desk or/and DG TAXUD. For this reason, ITSM is also responsible to send an email to the National Customs Authority when registering a ticket for traceability purposes. 
[bookmark: _Toc87870988][bookmark: _Ref88326933][bookmark: _Ref88407739][bookmark: _Toc95389021]Complementary Information
Trade association representatives can find the published versions of the EO Self-Conformance Testing related documentation on CIRCABC. All EOs can find the publicly accessible EO Self-Conformance Testing related documentation on the public CIRCABC and the EO Self-Conformance Testing related training materials in  Customs & Tax EU Learning Portal (europa.eu).
For the smooth preparation prior to CT activities, EOs should read and comprehend all the relevant documentation that has been provided to EOs:
· ICS2 Harmonised Trader Interface Specifications [RD08];
· ICS2 EOs Common Technical System Specifications package for ICS2 Release 2 [RD09].
Particularly, the consultation of the below documents is considered essential during the CT execution:
· Conformance Test Organisation Document (CTOD) for EO for Release 2 [current document];
· Test Design Specifications for EO Conformance Test Cases (TDS-CTC) for Release 2 [RD04];
· Test Design Specifications for EO Conformance Test Scenarios (TDS-CTC) for Release 2 [RD03];
· Trainings that will be provided by National Administrations to EOs:
· ICS2 Conformance Test;
· Digital certificates and registration of certificates;
· NA services and support to EOs.
· Material which will be made publicly available in Europa webpage:
· Self-Conformance Test (EO-CT);
· UUM&DS system: Your passport to EO applications (EO-UUM&DS);
· Business Continuity Plan (EO-BCP);
· Use of STP for ENS registration (EO-STP).
In general, the latest accepted version of the EO Self-Conformance Testing related documentation is stored on:
https://circabc.europa.eu/ui/group/ea5f882b-9153-4fc1-9394-54ac8fe9149a/library/3a95f619-b6f0-4286-9673-466190f8fb88?p=1&n=10&sort=modified_DESC.
[bookmark: _Toc90373879][bookmark: _Toc90373983][bookmark: _Ref88318894][bookmark: _Toc95389022]MON&BS as Supportive Tool (Only for MS Operators)
MS operators shall access ICS2 Monitoring and Business Statistics tool in CONF environment to consult the registered EO Self-Conformance Test campaigns and to follow up the execution of the related business scenarios. The aim is MS to provide meaningful assistance to EO during Self-conformance test campaign. With the Member State Service Support – Monitoring Operator role a user is involved in the following use cases:
· Management of Trader Preference:
· Consult the trader preferences;
· Modify a trader preference;
· Create a new trader with his/her respective preferences;
· Manage a trader preference;

· EO Self-Conformance Test Campaign:
· Consult the EO Self-Conformance Test campaigns (consult the business scenarios of each test campaign and consult the messages of each business scenario[footnoteRef:6]). [6:  This feature is available only in the CONF environment.] 

· Consult successful EO Self-Conformance Testing;
· Upload successful EO Self-Conformance Testing;
· Search EO messages not compliant with a successful Self-Conformance testing.
It is important to highlight that the use ICS2 MON&BS tool is available only to MS and EC users. EO can manage ICS2 related preferences and Self-register a conformance test campaign through the STI-STP[footnoteRef:7]. In this case, the execution of the Campaign will be tracked by STI. [7:  Self-registration of conformance test campaign is implemented through STI-STP in the CONF environment.] 

Further information relevant to the use of ICS2 MON&BS in the EO Self-Conformance Testing is described in section 2.1.6, 3.7 and 3.8 of ICS2 Monitoring Use Case Specifications [RD06][footnoteRef:8]. [8:  The reference document is accessible only by MSs and it is published here.] 

[bookmark: _Toc90373881][bookmark: _Toc90373985][bookmark: _Toc90373882][bookmark: _Toc90373986][bookmark: _Toc90373883][bookmark: _Toc90373987][bookmark: _Toc90373884][bookmark: _Toc90373988][bookmark: _Toc90373885][bookmark: _Toc90373989][bookmark: _Toc90373886][bookmark: _Toc90373990][bookmark: _Toc90373887][bookmark: _Toc90373991][bookmark: _Toc90373888][bookmark: _Toc90373992][bookmark: _Ref90303118][bookmark: _Toc95389023][bookmark: _Ref88474603]STI-STP and Roles Requirements
The approach to verify the conformance of the EO systems is based on business scenarios that combine certain test cases. Those will be triggered from the ICS2 STI STP conformance campaign screen(s), dedicated solely for the purpose of an EO user to configure and execute the conformance test campaigns.
The EO can access STI-STP by accessing first the EU Customs Trader Portal via the internet using the following link or the website of their responsible National Customs Authority. Access to the EUCTP Portal is validated and managed through the UUM&DS.
The following roles alongside with their key functionalities are required for an EO to perform EO Self-Conformance Testing through STI-STP:
· Economic Operator Declarant (EO-DECL)
· Search/View Submission following EUCTP rules;
· STI-STP Search Messages (View ENS Filing with Declarant/Representative EORI);
· Manage Preferences (read-only access);
· Consult CONF Test Campaign (only in CONF environment).
· Economic Operator Representative (EO-REP)
· Search/View Submission following EUCTP rules;
· STI-STP Search Messages (View ENS Filing with Declarant/Representative EORI);
· Manage Preferences (read-only access);
· Consult CONF Test Campaign (only in CONF environment).
· Economic Operator Configurator (EO-CONF)
· Manage Preferences-Access Point Configuration (write access);
· Register / Consult CONF Test Campaign (only in CONF environment).
· Person Notifying Arrival (EO-PNA)
· Search/View Submission following EUCTP rules;
· STI-STP Search Messages (View ENS Filing with Declarant/Representative EORI);
· Consult CONF Test Campaign (only in CONF environment).
· Notify Party (EO-NOP)
· STI-STP Search Messages (View ENS Filing with Declarant/Representative EORI);
· Consult CONF Test Campaign (only in CONF environment).
[bookmark: _Toc95389024]EO Self-Conformance Test Execution
This section provides a top-level description of the steps that should be performed by EO to run conformance testing through STI-STP. The process consists of 3 main steps: 
· Set up a conformance campaign;
· Run the conformance campaign;
· Validate the conformance campaign results.
[bookmark: _Ref88474683][bookmark: _Toc95389025]Set up a Conformance Campaign
An EO Self-Conformance campaign requires:
1. Pre-Conditions:
1.1 UUM&DS access has been granted, and certificate is uploaded and registered in the CONF environment, successfully;
1.2 The EO user is successfully logged into EUCTP via UUM&DS authentication and identification, in the Conformance environment;
1.3 The AS4 connectivity between the EO system and ICS2 is in place (EO System certificate is properly registered in UUM&DS).
2. Manage Preferences:
2.1 AS4 configuration has been implemented or can be updated as per section 3.2.1.
[image: ]
[bookmark: _Toc95389066]Figure 4: Manage Preferences
3. Register a Self-Conformance Test campaign:
3.1 The EO selects “Conformance Tests” from the STI-STP main menu;
3.2 The EO selects the ''Register'' button once all the configuration fields are filled;
[image: ]
[bookmark: _Toc95389067]Figure 5: Register Self-Conformance Test Campaign

3.3 The EO selects a Business role. Depending on the role selection, a pre-defined set of business scenarios will be available for execution;
[image: ]
[bookmark: _Ref90022698][bookmark: _Toc95389068]Figure 6: Register a Conformance Test Campaign - Business Role selection step

3.4 The EO fills in Identifiers (the LRN's of all ENS filings part of a business scenario) and user saves the configuration. Then, configuration will be stored in ICS2 STI of the CONF environment.
[image: ]
[bookmark: _Toc95389069]Figure 7: Register a Conformance Test Campaign – Business Scenario configuration step (no ENS Filing selection required)
Further details about the business scenarios are provided in the respective Test Design Specifications for Economic Operators [RD03] [RD04]. 
[bookmark: _Toc90373892][bookmark: _Toc90373996][bookmark: _Toc90461049][bookmark: _Ref88474671][bookmark: _Toc95389026]Run the Conformance Campaign
In order EO to start running Self-conformance testing, it must first to have been completed the configuration (see section 3.2.1) of the environment from ITSM contractor (OPS) that will require about 10 days.
Then, EO is required to:
1. Provide configurations fields in ICS2 STI-STP conformance test configuration screen:
1.1 Provide the sender Party ID;
1.2 Select MEP (“push” or “pull”);
1.3 Provide the Endpoint (i.e., URL) (Mandatory if the MEP is “push”);
1.4 Provide the Certificate Authority that issues the TLS certificate.
[image: ]
[bookmark: _Toc95389070]Figure 8: Self-Conformance Test Campaign
2. Select role according the EO type as per Figure 6 (e.g., Postal Operators, Express Operators; Notify Party, Person Notifying the arrival, Carriers, House Filers);
3. In case the selected Business role is Carrier or House Filer, then EO needs to select the types of ENS filings that are applicable them.

[image: ]
[bookmark: _Toc95389071]Figure 9: Register a Conformance Test Campaign – ENS Filing selection step
A set of business scenarios corresponding to those ENS Filings will be proposed for execution. Once the business scenario is triggered by the EO, an automated script is used to simulate other EO business roles (if any in the scenario), to simulate NES messages and validate the successful completion of the business scenario. Only once all business scenarios are completed, the campaign can be considered successful.
As described also in section 2.1, MS and NSD are responsible for following up and supporting EO through ICS2 MON&BS during Self-conformance testing.
[bookmark: _Toc95389027]Validate the Conformance Campaign Results
The conformance campaign results are validated automatically. Member States support the validation process, while they assist EOs by troubleshooting in case of errors detected during EO Self-Conformance Testing. For more details on the test validation please consult section 5.3.

[bookmark: _Toc90373895][bookmark: _Toc90373999][bookmark: _Toc90461052][bookmark: _Toc90373896][bookmark: _Toc90374000][bookmark: _Toc90461053][bookmark: _Toc90373897][bookmark: _Toc90374001][bookmark: _Toc90461054][bookmark: _Toc90373898][bookmark: _Toc90374002][bookmark: _Toc90461055][bookmark: _Toc90373899][bookmark: _Toc90374003][bookmark: _Toc90461056][bookmark: _Toc90373900][bookmark: _Toc90374004][bookmark: _Toc90461057][bookmark: _Toc90373901][bookmark: _Toc90374005][bookmark: _Toc90461058][bookmark: _Toc90373902][bookmark: _Toc90374006][bookmark: _Toc90461059][bookmark: _Toc90373903][bookmark: _Toc90374007][bookmark: _Toc90461060][bookmark: _Toc90373904][bookmark: _Toc90374008][bookmark: _Toc90461061][bookmark: _Toc90373905][bookmark: _Toc90374009][bookmark: _Toc90461062][bookmark: _Toc90373906][bookmark: _Toc90374010][bookmark: _Toc90461063][bookmark: _Ref37665703][bookmark: _Ref37667949][bookmark: _Ref37669047][bookmark: _Toc95389028][bookmark: _Ref37665689][bookmark: _Toc519940732][bookmark: _Toc151435491][bookmark: _Toc281996165][bookmark: _Toc284509656][bookmark: _Toc285801173][bookmark: _Toc8913299][bookmark: _Toc9844600][bookmark: _Toc14082738]Connection to ICS2 Conformance Test Environment
The following sections present the necessary elements of the Conformance Environment infrastructure that the sender (EO or their IT Service Provider) should take into consideration in order to connect to ICS2 Conformance Environment. The prerequisites that the sender needs to fulfil in order for its system to send and receive ICS2 messages from and to the STI are the following:
· Registration of a certificate in Unified User Management and Digital Signatures (UUM&DS) and the association between this certificate and their EORI;
· Establishment of the Access Point.
[bookmark: _Ref88212724][bookmark: _Ref88212742][bookmark: _Ref88412667][bookmark: _Toc95389029][bookmark: _Toc285801181][bookmark: _Toc8913307][bookmark: _Toc9844608][bookmark: _Toc14082746]Registration of Certificates in UUM&DS
Unified User Management and Digital Signatures (UUM&DS) will be used to verify that the sender has the authorisation to send and receive messages to and from the STI. In specific, for the S2S, the authorisation of the senders will be performed through the use of a certificate. The senders that will be authorised for exchanging messages with the STI need to register their identification number (EORI) and the certificate that will be used for sealing the AS4 messages.
The DG TAXUD AS4 access point will interact with UUM&DS to validate the association between the EORI number, and the certificate embedded in the message. Only certificates issued by a Certificate Authority that is trusted by UUM&DS can be registered. 
The certificates that will be used must be registered in CONF environment, either on National UUM&DS at MS level or on UUM&DS at central level. In the first case, the MS is responsible for registering sender as new entity in National UUM&DS, while in the other case, the certificates can be registered centrally. It should be noted here that a sender should have the profile “BP_MANAGE” to access the UUM&DS Admin application to register a certificate.
Customs & Tax EU Learning Portal offers a course (see Annex E) including specific information on the use of UUM&DS. It is strongly recommended all EOs and their Customs representatives to attend this online 30-minute course prior to any interaction with UUM&DS. The expected outcomes of the course are: attendee to be able to confidently work with the UUM&DS, to carry out certificate registration and apply delegation and roles assignments authorisation tasks within the UUM&DS.
For more information regarding the registration of certificates, the format of the certificates and the roles/profiles that the sender needs to have, please refer to Annex D. Information on how to verify the successful registration of EO System digital certificate is described in section 5.1.1 of the HTI – Interface Control Document [RD01].
[bookmark: _Toc95389030]Communication Protocols
EOs are responsible for sending and receiving ICS2 messages from and to the STI. This communication between the EO and STI (S2S interaction) is performed over a secure HTTPS connection on the public internet by using AS4 as a business message exchange protocol which ensures the security and reliability requirements (see section 4 of ICS2 HTI – ICD [RD01]). 
For this communication, a mandatory component is the AS4 access point software [RD05], which should be implemented by the senders (EO itself or by the IT Service Provider) in order to communicate with the DG TAXUD AS4 access point. An AS4 access point is an operational IT component that implements the AS4 specifications for the exchange of information with other AS4 access points.
[bookmark: _Ref88474444][bookmark: _Ref88474451][bookmark: _Ref89853573][bookmark: _Ref89954285][bookmark: _Toc95389031]Establishment of Access Point(s)
For the CT activities, EO or ITSP should establish one or more Access Point(s) for exchanging messages with the ICS2 STI via TAPAS. The establishment of the Access Point(s) can be performed by:
· Deploy one or more Access Point(s) according to HTI Interface Control Document specifications [RD01];
· Obtain a TLS certificate to be used at the transport layer (https) for identifying itself following the 2-way TLS security mechanisms;
· Obtain a sealing certificate to be used for sealing at message layer (see section 4.6.2 of the HTI Interface Control Document [RD01] and 3.3 from current document);
· Sender must be registered by Customs Authorities following the agreed national procedure. This includes the upload of the sealing certificate (see section 3.1);
· Configure their own AS4 Access Point(s) in STI-STP.
· Log in on EUCTP and access STI-STP via UUM&DS authentication and identification;
· Select ''Manage Preferences''[footnoteRef:9] from STI-STP menu; [9:  User manual is provided as part of the STP application and supported by training material (to be delivered).] 

· Add information on “Party Id definition”:
· Provide the Party ID (The Party ID format is defined in section 4.2.2.1 of the HTI Interface Control Document [RD01]);
· Define Message Exchange Pattern (“push” or “pull”);
· Provide the Endpoint (i.e., URL) (Available if the MEP is “push”);
· Provide the Certificate Authority that issues the TLS certificate;
· Insert Technical details (Name, Email address, Phone).
· Add information on “Default communication path”:
· Select Business domain (Postal, Maritime, Air, Rail, Road, Express);
· Select Communication path (UI, S2S);
· Party Id ID (Mandatory in case the communication path is S2S).
By providing the above information, an email will be launched to ITSM contractor with a request to create a ticket in Synergia SMT asking ITSM OPS to configure this new access point. Then, change activities must take place on central side (at TAPAS and STI level) for the registration of the EO.
Note: EO must configure AS4 access point to seal the AS4 messages with the sealing certificate and should embed the full certificate path inside the AS4 message. This is established by configuring set-up to embed a wsse:BinarySecurityToken with a valueType attribute of type X509PKIPathv1 as per section 4.6.2 of ICS2 HTI – ICD [RD01]. A certificate path is the chain of certificates from the Root Certificate of the CA - intermediate certificate issued by the CA/n - EO leaf certificate as issued by the CA.
[bookmark: _Ref88476886][bookmark: _Toc95389032]Connectivity Verification
Upon implementation of the configurations activities (as those are described in previous section 3.2.1), the establishment of the connectivity between TAPAS and EO System AS4 Access Point(s) must be verified towards both directions.
In order to do so, the EO System should send a test message to TAPAS as described in section 4 of ICS2 Test Design Specifications for EO Conformance Test Cases [RD04]). The TAPAS system verifies the digital signature using UUM&DS and automatically replies with an AS4 signal message allowing the EO system to verify the correct connection. Additionally, it will validate that the EORI embedded in the message is associated with the message in the embedded certificate using the information registered in UUM&DS.
The signal message will give an indication whether the UUM&DS configuration is correct. If the initial test message fails due to UUM&DS issues, it will generate an authorisation AS4 error message. Only when successful connectivity is verified, EO is ready for Self-Conformance Testing execution.
[bookmark: _Ref89855858][bookmark: _Toc95389033]Security
The security is an important aspect of the communication between the sender and STI. Confidentiality, integrity, authentication and authorisation are the security requirements of the STI.
Confidentiality is ensured by applying Transport Layer Security (TLS), while integrity is ensured by message signature or sealing according to section 4.6 of HTI Interface Control Document [RD01]. Finally, as mentioned above, UUM&DS will be used for authorisation and authentication purposes.
[bookmark: _Ref88122764][bookmark: _Toc95389034]Certificate Requirements
[bookmark: _Hlk90462357]To ensure that only registered and authorised parties can deliver and receive messages to and from the TIs, the TI uses a registration and authorisation mechanism based on UUM&DS. This happens at the functional level (see section 4.6 of of ICS2 HTI – ICD [RD01]).
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[bookmark: _Toc95389072]Figure 10: TLS vs Message Security
Prior to CT activities, every EO must obtain two digital certificates as described below:
1. A certificate from a trusted Certificate Authority to be used at the transport layer (https) for identifying itself following the 2-way TLS security mechanisms. A Trusted CA in the TLS context can be a commercial CA trusted by DG TAXUD. The CA used need to be notified to DG TAXUD, but the certificate does not require registration;

2. A digital sealing certificate to be used for sealing at message layer, which should be registered in the National UUM&DS Application or in the Central UUM&DS Application (see section 2.2.3). In case that an EO uses the services of an ITSP, then this EO does not need to register this certificate since it will be done by its ITSP.
It is mandatory to start the process of obtaining and registering the required certificates timely before CT campaign commences, to ensure that no delays occur in the initial EO plan due to issues that may arise during the certificate registration.
Note: EOs can use the same sealing certificate that has been used for conformance testing also for the production. In that case, the sealing certificate must be registered also in UUM&DS in PROD.
[bookmark: _Toc95389035]Certificate Authorities
The digital certificate for message sealing must be issued by a Certificate Authority (CA) that is on the official EU wide LOTL[footnoteRef:10] or on the National Customs alternate list of the Member State to whom National UUM&DS would like to register this certificate. [10:  The actual content of LOTL is managed and published by each MS.] 

The Certificate Authorities (CAs) on the LOTL can be divided into two categories:
1. CAs that issue qualified certificates;
2. CAs on the LOTL that issue non-qualified certificate for e-signature/sealing.
CAs for both categories are published in https://esignature.ec.europa.eu/efda/tl-browser/#/screen/home.
A certificate issued by the CAs on the LOTL can be used to perform registration at a National Customs Authority of any EU Customs authority. Alternatively, an EO can use a certificate issued by other CAs as long as the CA is present on the “National Customs Alternate List”[footnoteRef:11]. Certificates issued by such CA can only be used to perform the registration at National Customs Authority. [11:  MSs are responsible for managing the National Customs alternate list.] 

[bookmark: _Toc95389036]Certificates on Central Side
On ICS2 central side, the TAPAS conformance service is available at: https://customs.ec.europa.eu:8445/domibus/services/msh.
1. Regarding the 2-way SSL that is implemented, the GlobalSign CA chain is used with conformance.customs.ec.europa.eu:8445 service. Below are the locations that can be downloaded:
· https://secure.globalsign.net/cacert/Root-R3.crt
· https://secure.globalsign.com/cacert/gsrsaovsslca2018.crt
2. Regarding the sealing/signing certificate, there is a DG TAXUD certificate for singing the conformance messages. Below is the relevant certificate information:
· [bookmark: _Hlk95321773]Owner: CN=TAPAS_gw, OU=SPEED2ng TL, O=SPEED2ng, L=Brussels, C=BE
· Issuer: CN=SPEED2.CONF.CA, OU=SPEED2, O=DG TAXUD, L=TAXUD DC, C=BE[footnoteRef:12] [12:  Certificate Attributes: CN: Common Name, OU: Organizational Unit, O: Organization, L: Locality, C: Country Name.] 




[bookmark: _Ref94106960][bookmark: _Toc95389037]UUM&DS Business Profiles Requirements
To access UUM&DS web services, an Economic Operator or a Customs Representative must be registered in UUM&DS. A UUM&DS user must have at least one Business Profile to access an application protected by a UUM&DS Policy (see section 6.5.4 and 6.5.6 of UUM&DS User Guide [RD07]).
Registering a certificate can be done either centrally or locally, depending on the MS implementation. For central registration, an EO needs to have ‘BP_MANAGE’ business profile (see Annex D), whereas in local registration they should contact the National Service Desk of their responsible MS.
Moreover, in the scope of Conformance Testing Campaign, an EO or a Customs Representative should have ‘STISTP_EXECUTIVE’ and/or ‘STISTP_CONFIGURATOR’ business profiles to grant the access rights of the required STI-STP roles (see section 2.7).
	UUMDS type of actor
	Delegated from
	UUM&DS business profile
	STI-STP role

	Economic Operator
(Trader and ITSP)
	 
	STISTP_EXECUTIVE
	EO-DECL

	
	
	STISTP_CONFIGURATOR
	EO-CONF

	Employee*
	Economic operator
	STISTP_EXECUTIVE
	EO-DECL

	
	
	STISTP_CONFIGURATOR
	EO-CONF

	Customs Representative
	 
	STISTP_EXECUTIVE
	EO-REP

	
	
	STISTP_CONFIGURATOR
	EO-CONF

	Employee*
	Customs Representative
	STISTP_EXECUTIVE
	EO-REP

	
	
	STISTP_CONFIGURATOR
	EO-CONF


[bookmark: _Toc95389060]Table 7: Business Profiles vs Corresponding STI-STP roles

*An EO or Customs Representative (delegator) can delegate all or a subset of their business profiles to any employee (delegate). Details on the concept of delegation are presented in section 5.4.1 of UUM&DS User Guide [RD07] and in the UUM&DS online course in Annex E of the current document.

[bookmark: _Toc95322219][bookmark: _Toc90373916][bookmark: _Toc90374020][bookmark: _Toc90461073][bookmark: _Ref88406987][bookmark: _Toc95389038]Conformance Test Specification
[bookmark: _Toc95389039]Test Categories
The tests are subsumed in two main categories:
The Connectivity Test category, which consists of one test scenario verifying the prerequisites (see section 3.2.2) that the sender (the EO or their ITSP) needs to fulfil in order for EO system to connect to ICS2 Conformance Environment and be able to exchange ICS2 messages with STI.
The Functional Test category, which consists of business scenarios (a pre-defined sequence of test scenarios) verifying that the sender (the EO or their ITSP) properly exchanges ICS2 messages with STI. It is worth mentioning that the message exchanges during the tests of this category depend on the role of each sender. A sender can have one of the following roles:
1. Postal Operator;
2. Express Operators;
3. Notify Party;
4. Person Notifying the arrival;
5. Carriers;
6. House Filers.
Details about the tests included in the above categories are provided in the respective Test Design Specifications for Economic Operators [RD03] [RD04]. 
[bookmark: _Ref88325987][bookmark: _Toc95389040]Test Data
The EO Self-Conformance Testing consists of the execution of pre-defined Business Scenarios that combine a set of steps to cover a specific functionality of the system. The steps of each business scenario are linked to relevant test cases (see section 6 of ICS2 Test Design Specifications for EO Conformance Test Cases [RD04]). The aim of each business scenario is to facilitate the CT sample data construction and to depict the correspondence of the ENS lodged data with the responses that STI generates.
The flow of information and the mapping of the data elements across the sequence of exchanged messages is described for each business scenario in section 5 of ICS2 Test Design Specifications for EO Conformance Test Cases [RD04]. In the same section, for each business scenario, there is a separate Microsoft Excel file attached that depicts the correlation and the identifiers of the exchanged messages, as well as reference values.
The data to be used for the Self-conformance testing must be customised by EOs[footnoteRef:13] similarly to their data to be used in production (e.g., “Declarant”, “Addressed Member State”, "LRN", etc.). STI-STP UI will provide instructions for any data dependency per business scenario. [13:  An EO can see only their own data. Therefore, in the case that an EO uses an ITSP (or other EO) as Sender, EO can either use the same data as their Sender or to have UUM&DS rights for both themselves and the Sender.] 

The sequence of the test case to be executed is defined by the provided business scenarios and it is depicted in steps. The execution sequence must follow the steps as depicted in the relevant table of each business scenario. One test case can be included in different business scenarios; thus, it can be executed multiple times. It is possible that the expected response messages sent from STI towards the EO system (such as Assessment complete and RfI/RfS requests) are not generated immediately after the incoming EO message towards the STI. This occurs due to the fact that there are some applicable timers on the simulated NES messages. In case there is a validation error (IE3N99) from STI to EO, then this is generated almost immediately.
In case the execution of a test case failed, then, this test case should be re-triggered. However, the test resumes only from the failed test case, and it is not required to re-test any preceding test case that was executed successfully.
[bookmark: _Toc90373920][bookmark: _Toc90374024][bookmark: _Ref88326019][bookmark: _Ref88474745][bookmark: _Toc95389041]Test Validation
As described in previous section, the Member States meaningfully support the validation process of EO Self-Conformance Testing. The validation is implemented through ICS2 MON&BS with the use case 'Consult successful EO Self-Conformance Campaign' as described in section 3.8.2 of ICS2 MON-UCS [RD06].
The conformance campaign results are validated automatically. The exchanged messages per business scenario will be stored in ICS2 STI in the conformance environment. A business flow is considered as successfully executed only if all inbound and outbound messages of that particular business flow are found.
In case there are some dependencies in the sample data and particular data values are expected, this is indicated in the steps of the business scenario. No assertions on the content of the sample data will take place, however, message structure will be validated in order to comply with ICS2 Common Functional and Technical Specifications:
· No mandatory fields are missing from the exchanged messages;
· No business rules and conditions are violated;
· No code lists are violated;
Results of the successful Self-conformance campaign will be imported in the production system to allow verification of the incoming messages. In case an EO lodges ENS filings for which they have not performed EO Self-Conformance, the impacted MSs will contact them.
[bookmark: _Toc90373922][bookmark: _Toc90374026][bookmark: _Toc95389042]Test Incidents/Error/Problem Handling
During the execution of a business scenario, in case the test output differs from the expected one, the specific test case that was executed is considered as “failed”.  EO should investigate the reason of the failure and, if the issue is at their side (e.g., incorrect configuration), actions should be taken to resolve the issue.
Otherwise, if the issue cannot be solved at their side, the EO SPOC should inform directly the responsible MS. Then, an expert analysis must be performed by the MS on the failure to establish a diagnosis. Through ICS2 MON&BS, MS supports EO Self-Conformance Test campaign by carrying out the use cases that described in section 2.6. The proper correction procedure shall then be initiated at the National level depending on the results of the diagnosis. 
In case diagnosis from MS reveal that an unexpected Central Application error is encountered, MS should further address this issue at Central level. Then, MS via NSD should register a ticket that will be assigned to CSD with a priority rating (see Table 5) upon its registration in Synergia SMT. Analysis and troubleshooting for such error will take place at Central level by ITSM contactors. If needed, ITSM can escalate the ticket to Central Development Team or DG TAXUD.
Once solution is provided through the relevant ticket in Synergia, CSD will assign back the ticket to NSD. Then, MS should inform directly the EO SPOC about the outcome of their initial request.
The following table calculates the priority of an incident based on urgency and impact parameters:
	Urgency
	Impact
	Low
	Medium
	High

	Low
	Low
	Medium
	High

	Medium
	Medium
	High
	Critical

	High
	High
	Critical
	Critical


[bookmark: _Ref88320530][bookmark: _Toc95389061]Table 8: Priority calculation table
The following table calculates the target and limit time values of NSD for incident management:
	Incident Management Time 

	Priority
	Target Time
	Limit Time

	4 – Critical
	2 Hours
	5 Hours

	3 – High
	10 Hours
	1 Business Day 

	2 – Medium
	2 Business Days 
	3 Business Days 

	1 – Low
	4 Business Days 
	5 Business Days 


[bookmark: _Toc95389062]Table 9: NSD - Target and limit values for the incident management
[bookmark: _Toc95389043]Acceptance Criteria
As described in previous section (see section 2.7.2), the business scenarios to be executed by an EO for passing the conformance test campaign, depend on the role that EO’s system plays in the interaction with ICS2. EO Self-Conformance Test campaign is considered as completed once all the pre-defined business scenarios have been executed successfully.
MS with actor 'Member State Service Support - Monitoring Operator' can consult the successful EO Self-Conformance Campaigns that have been loaded in the system. The system displays a grid with the list of the successful EO Self-Conformance Campaigns currently loaded, with the columns:
· Sender PartyID;
· Business role;
· ENS Filing type;
· Registration date;
· Status.
[bookmark: _Ref37665717][bookmark: _Toc285801183][bookmark: _Toc8913309][bookmark: _Toc9844610][bookmark: _Toc14082748][bookmark: _Ref37404555][bookmark: _Ref37404566]By identifying the PartyID (EORI) of a specific Sender, MS verifies that this Sender has successfully completed CT campaign. Consequently, MS shall confirm that a Sender is able to offer services to other EOs.

[bookmark: _Toc95389044]Risk and Mitigation Planning
During the Conformance Testing, potential risks related to the planning, the testing environment or the specifications can be identified. Indicative risks are presented below:
1. [bookmark: _Hlk90040417][bookmark: _Hlk89963704]Inaccurate/erroneous common system specifications;
2. Business scenarios do not cover the main ICS2 functionalities that should be tested;
3. Unavailability or failure of the testing environment (e.g., DG TAXUD Access Point, STI-STP);
4. Dependent Systems (e.g, UUM&DS) not available for testing;
5. Insufficient level of knowledge regarding the Self-conformance testing campaign procedures;
6. Insufficient access in relevant documentation;
7. Delay in obtaining the required certificates by the Certificate Authorities;
8. Deployment of EO system is not yet completed for CT execution;
9. Delay or problem impacting the EO Plan;
10. Insufficient support during EO CT campaign by NSD and MS.
The following mitigation actions should be taken in order to reduce any of the above risks during the CT Campaign:
1. [bookmark: _Hlk89963713]Detailed review of the relevant documentation (e.g. Test Design Specifications) by National and DG TAXUD;
2. Test execution regarding the availability and configuration of the testing environment before the ICS2 Conformance Testing;
3. Validation of the infrastructure requirements for the testing environment;
4. DG TAXUD to set up a Training Strategy including trainings by MS and training material;
5. EOs need to have established good level of knowledge for the Self-conformance testing through the training material given by the MSs and have established channels for support in case of eventual issues during the CT;
6. All stakeholders need to ensure in advance access in relevant documentation;
7. EOs need to obtain and register the required certificates in advance and certainly before the CT campaign commences;
8. EOs need to communicate to MS the correct status of their systems in advance and certainly before the CT campaign commences. In case of status discrepancies, these should be communicated well in advance;
9. Execution of tests by EOs at the beginning of the CT timeline in order to ensure that there will be sufficient time to resolve any identified issues and to re-test;
10. Support meetings with MS and Trade Associations organised by TES when is considered necessary;
11. MS must ensure enough service availability of the NSD for supporting EO CT campaign as well as for handling the requests/issues raised by EOs during EO CT.

[bookmark: _Toc90373926][bookmark: _Toc90374030][bookmark: _Toc90373927][bookmark: _Toc90374031][bookmark: _Toc90373928][bookmark: _Toc90374032][bookmark: _Toc90373929][bookmark: _Toc90374033][bookmark: _Toc90373930][bookmark: _Toc90374034][bookmark: _Toc90373931][bookmark: _Toc90374035][bookmark: _Toc90373932][bookmark: _Toc90374036][bookmark: _Toc90373933][bookmark: _Toc90374037][bookmark: _Toc90373934][bookmark: _Toc90374038][bookmark: _Toc90373935][bookmark: _Toc90374039][bookmark: _Toc90373936][bookmark: _Toc90374040][bookmark: _Toc90373937][bookmark: _Toc90374041][bookmark: _Toc90373938][bookmark: _Toc90374042][bookmark: _Toc90373939][bookmark: _Toc90374043][bookmark: _Toc90373940][bookmark: _Toc90374044][bookmark: _Toc90373941][bookmark: _Toc90374045][bookmark: _Toc90373942][bookmark: _Toc90374046][bookmark: _Toc90373943][bookmark: _Toc90374047][bookmark: _Toc90373944][bookmark: _Toc90374048][bookmark: _Toc87870974][bookmark: _Ref88469052][bookmark: _Ref88469071][bookmark: _Ref88474848][bookmark: _Ref89954628][bookmark: _Toc95389045]After CT Activities - Operations Checklist
Upon successful completion of the conformance testing activities, there is a set of activities that must be accomplished by EOs in production environment before they move to ICS2 Operations.
The Operations Checklist incorporates the tasks that have been defined by the Common Specifications before the deployment of an EO system in production environment. The purpose of this checklist is to depict the actual status of the EO system transition from the conformance environment to the production.
Like the preparation prior to CT activities, the EO must connect their system to the production environment as well. This implies registration of the sealing certificate in National or Central UUM&DS in production environment and establishment of the AS4 access point(s) in production environment.
The Operations Checklist template for ICS2 Release 2 is attached in Annex B. The template might be subject to change in the future. Any updates in the Operations Checklist will be disseminated to the MSs via email communication.

[bookmark: _Ref37665739][bookmark: _Ref37665783][bookmark: _Ref37665794][bookmark: _Toc95389046]Annexes
[bookmark: annex_npp][bookmark: _Toc285801184][bookmark: _Toc8913310][bookmark: _Toc9844611][bookmark: _Toc14082749][bookmark: _Toc95389047][bookmark: _Hlk37413818]Annex A: EO Project Plan Template



[bookmark: _Toc37867413][bookmark: _Toc38881033][bookmark: _Toc38969827][bookmark: annex_daily_ct_report][bookmark: _Toc285801186][bookmark: _Toc8913312][bookmark: _Toc9844613][bookmark: _Toc14082751][bookmark: _Toc95389048]Annex B: EO Operations Checklist for moving to Production
Operations Checklist depicts the activities that must be implemented by EOs to be considered as ready to enter in ICS2 Operations.


[bookmark: annex_incid][bookmark: _Toc285801187][bookmark: _Toc8913313][bookmark: _Toc9844614][bookmark: _Toc14082752][bookmark: _Toc95389049]Annex C: Incident Management Form


[bookmark: annex_uum][bookmark: _Toc95389050]Annex D: Guide about Certificate Registration in UUM&DS
In order to register its certificate in UUM&DS Admin application, the sender should provide the “BP_MANAGE” business profile and follow the below steps:
1. The sender authenticates in UUM&DS and accesses the UUM&DS Admin application;
2. The sender goes to the screen where its identity is displayed, and selects the "Certificates" tab;
3. The sender clicks on the + icon to add a new certificate;
4. The sender specifies that he wants to register a certificate for signing, for which he is able to sign the registration document with the private key related to this certificate;
5. The sender fills in the form by providing a name, a description; the purpose is automatically set to "SIGNING";
6. UUM&DS generates a PDF file containing the information about the sender with a text indicating his intention of registering the certificate being part of the signature of this registration, and seals it as a proof of creation;
7. The sender downloads the sealed PDF registration and needs to sign it with the private key corresponding to the certificate that has been uploaded;
8. The sender uploads the signed registration;
9. UUM&DS validates the signature of the registration:
a. The signature must be valid (cryptographic verification);
b. The document signed should have not been altered except the addition of a new signature;
c. The signing certificate should be trusted by UUM&DS;
d. The signing certificate should not be already registered for another identity.
10. UUM&DS establishes the level of the certificate registration: Qualified or Non-Qualified. The level is the lowest value of the certificate and the signature of the certificate registration;
11. UUM&DS provides the information of the registration: information about the certificate, purpose and computed level (Non-Qualified, Qualified);
12. The certificate becomes active for UUM&DS digital signatures operations.
[bookmark: _Toc95389051]Annex E: UUM&DS System Online Course
Attend course by accessing the following URL:
Course: UUM&DS system: Your passport to EU applications, Topic: en (europa.eu)
[bookmark: ref_pics][bookmark: _Toc95389052]Annex F: How to Access CIRCABC and Customs & Tax EU Learning Portal
To log in to Customs and Tax EU Learning Portal, a user needs to be registered in EU Login. In order to do so, the new user shall navigate to the main official page (https://customs-taxation.learning.europa.eu) and choose "Login" in the right section of the page. Then, the user shall press the “Create an account” link which will redirect him to a new page where user should insert their personal details. 
[image: ]
[bookmark: _Toc95389073]Figure 11: Create an account - EU Login

After providing the requested details, the user should press the “Create an account” button and an e-mail will be sent to the e-mail address that was provided. Then, by clicking on the link provided via the e-mail, the user should generate a personal password and as a result access will be granted. 
Afterwards, by redirecting to the main page, the user should edit their profile and complete the registration by adding further details (e.g., Location, Institution, etc.)
[image: ]
[bookmark: _Toc95389074]Figure 12: Complete registration in Customs & Tax EU Learning Portal

Click on ‘Save’ button and proceed with the acknowledgment and accepting of all the policies.
To access CIRCABC, user shall navigate to CIRCABC main page (https://circabc.europa.eu/ui/welcome) by using the “EU Login” in case user is already registered in EU Login. Otherwise, user shall click on the “Create EU Login account” button.
[image: ]
[bookmark: _Toc95389075]Figure 13: CIRCABC - Main Page

By clicking on “Create EU Login account” button, the process to be followed is the same as described above.
Note: For accessing any publicly available folders in CIRCABC, no user account creation is required.
[bookmark: _Toc95389053]Annex G: EO Consolidated CT Report
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TAPAS_CONF/3-SPEED2.CONF.CA.cer

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 2 (0x2)
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=BE, ST=Belgium, O=European Commission, CN=SPEED 2 ROOT CA/emailAddress=taxud-liso@ec.europa.eu
        Validity
            Not Before: Dec  2 12:41:19 2016 GMT
            Not After : Dec  1 12:41:19 2036 GMT
        Subject: C=BE, L=TAXUD DC, O=DG TAXUD, OU=SPEED2, CN=SPEED2.CONF.CA
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:d2:d6:dc:2b:7d:80:79:bd:66:a2:54:ec:d6:ef:
                    8a:9c:4e:e1:93:d3:52:ad:c9:a0:7a:87:67:7f:53:
                    ed:e6:f4:c7:58:56:92:60:b6:f4:66:f5:70:71:7e:
                    53:14:84:c5:3c:1c:3f:e0:b2:6a:11:b7:93:fa:f3:
                    b5:80:43:53:51:82:be:c3:d7:29:a6:be:00:90:80:
                    c0:75:29:a9:4c:83:95:b0:13:78:48:db:bc:5c:77:
                    7e:0d:59:de:7c:4c:a9:5b:03:8d:f9:d8:67:43:dc:
                    7b:07:94:a4:0f:23:de:b2:eb:88:42:96:99:57:ed:
                    d3:75:f1:6c:e5:ba:eb:81:76:61:4b:d5:34:3f:29:
                    bb:2d:8d:27:bc:f3:47:94:3f:81:62:95:6b:1f:c1:
                    28:8c:bb:7c:a6:66:7c:bb:74:16:30:81:2b:25:b2:
                    0b:f5:bd:15:a9:6c:46:59:42:ad:01:35:6b:27:ad:
                    3f:4e:32:47:5c:96:db:e0:ff:5d:b1:75:11:89:e5:
                    95:67:74:37:57:c0:19:c4:35:5a:6a:5b:0d:81:6f:
                    c0:3f:1a:3f:d5:82:d9:02:c7:f6:45:33:fd:bd:af:
                    95:e1:54:06:40:0e:ac:54:6b:fa:1d:cf:f2:09:60:
                    42:d7:af:58:08:af:97:26:1e:7d:ab:fb:ed:4e:d7:
                    c7:d5
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: 
                CA:TRUE
            Netscape Comment: 
                OpenSSL Generated Certificate
            X509v3 Subject Key Identifier: 
                37:AD:EE:69:A6:20:75:CB:51:5E:F7:90:62:17:B7:A1:25:92:CB:5E
            X509v3 Authority Key Identifier: 
                keyid:D7:2A:A6:6F:68:12:D6:1E:ED:E6:B4:1F:38:0F:8F:5D:F9:82:23:63

    Signature Algorithm: sha256WithRSAEncryption
        84:0c:31:fc:03:27:df:d0:69:d1:31:7d:47:e6:70:45:7c:52:
        b3:00:86:42:ba:a9:d0:21:f4:d9:49:6b:fd:17:31:0d:f7:4a:
        75:49:2a:e1:db:85:f1:29:f9:6e:59:71:5b:ae:4f:fd:41:0b:
        0a:72:50:1c:9e:74:31:8b:e9:3a:c8:8f:30:86:cd:53:9d:63:
        0c:58:07:96:45:56:6d:5a:f2:18:5e:3f:d9:e7:f8:92:a9:77:
        f8:c7:0f:1b:2a:cd:5d:f5:0e:cb:a3:9f:7b:9f:69:e3:38:8a:
        db:da:8d:2d:e2:9f:d1:8b:7d:d5:26:2e:00:59:47:d8:a0:c1:
        d6:49:3d:0c:d8:06:0e:63:4f:ea:55:40:c5:dc:b0:ba:a3:7c:
        6e:8c:d2:d1:bf:a0:80:11:76:b8:49:18:d5:2a:96:ff:0f:7d:
        14:27:49:67:85:23:61:bc:82:9b:c5:72:7d:8d:7d:7a:65:e5:
        4e:b5:a5:ae:fe:23:2b:b2:79:c2:5d:cb:4b:e1:ab:77:29:27:
        a8:1b:ab:6a:84:70:21:5c:8a:63:84:61:fe:5f:2b:74:3e:e1:
        22:c4:6c:bd:d0:64:95:33:4f:71:8b:bb:89:a1:9a:be:61:36:
        b2:76:8c:c1:d1:9c:af:43:72:81:84:ee:3c:e9:bf:45:3e:27:
        b4:9a:a5:9c:91:25:67:5c:ec:25:83:d9:15:48:fa:b1:3e:e2:
        88:cb:a3:65:fa:90:04:ba:bd:e8:1d:06:ed:ba:7c:39:5c:43:
        b6:b9:b1:4c:33:7c:bf:57:fb:84:bd:cb:42:b7:39:6d:ba:7c:
        2d:08:cf:02:8c:07:76:c1:96:69:12:be:61:c7:80:d5:f0:f1:
        d2:33:9e:ea:ac:21:16:c1:16:56:48:18:51:83:4c:86:59:08:
        a7:b7:21:40:81:cb:8d:6e:6c:08:aa:35:68:6e:13:0e:c9:68:
        67:d9:4b:7c:80:53:f2:b0:4e:f1:eb:f8:18:fd:8c:56:e2:8c:
        15:4c:d3:a6:4e:b0:7e:5c:3b:53:0c:a6:9a:7a:b1:3e:8e:63:
        21:1e:6d:db:d0:63:57:83:95:db:d5:25:e8:fa:f6:37:c7:f9:
        c5:85:7b:52:35:f3:66:d4:f4:3e:4e:5a:76:7c:da:e1:00:ee:
        9f:08:f0:a1:79:90:7f:cf:52:77:90:c7:0e:75:d8:d8:c4:de:
        47:c9:a7:52:f5:a3:09:22:b3:d4:16:da:ee:d7:7d:3e:8f:81:
        20:c2:9a:6a:c8:92:3c:74:12:ce:ab:ea:4c:77:c4:5d:10:df:
        7a:ec:27:00:e3:69:67:b7:69:cf:0c:c3:44:6b:9b:ae:04:8a:
        ff:45:98:4e:00:76:b2:b5
-----BEGIN CERTIFICATE----------END CERTIFICATE-----







TAPAS_CONF/4-TAPAS_gw.cer

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 31 (0x1f)
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=BE, L=TAXUD DC, O=DG TAXUD, OU=SPEED2, CN=SPEED2.CONF.CA
        Validity
            Not Before: May 15 14:31:09 2020 GMT
            Not After : May 15 14:31:09 2022 GMT
        Subject: C=BE, ST=Belgium, L=Brussels, O=SPEED2ng, OU=SPEED2ng TL, CN=TAPAS_gw
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
                Public-Key: (2048 bit)
                Modulus:
                    00:cc:fe:ba:13:93:72:21:ae:4c:ca:59:5a:3c:70:
                    d6:28:17:26:09:f1:a2:bf:86:1d:95:06:35:b0:34:
                    e6:23:91:bf:cd:b0:97:d3:fd:d0:ed:c3:3a:c5:88:
                    5d:76:32:cf:62:30:57:36:ef:60:2e:e6:2f:fd:34:
                    62:a6:ee:9a:ee:79:b2:84:3c:75:f0:aa:9c:04:77:
                    e4:be:fe:4b:2e:e8:1e:62:94:f1:4c:bf:37:76:34:
                    89:d0:cb:c2:e6:28:eb:52:91:aa:0e:7c:d6:a1:e0:
                    10:90:c5:b1:24:91:90:e5:23:63:78:77:5e:2b:72:
                    79:8f:46:b5:24:00:fb:65:2c:17:37:20:f7:5c:b6:
                    39:2b:dc:c9:1a:f4:c3:07:f5:c9:73:1d:5e:d6:21:
                    d0:15:ca:e8:d6:4c:59:78:c4:92:09:1d:eb:17:2d:
                    45:41:f4:20:9b:ca:5c:8d:0d:4d:63:10:bb:f3:57:
                    00:6b:19:25:21:c5:93:db:51:13:ec:f9:8c:14:df:
                    e8:d7:dc:22:9c:ab:3c:d9:98:d3:33:8a:86:55:44:
                    f6:e4:1f:2d:6c:b5:43:df:86:6a:4f:b6:46:a6:58:
                    48:3f:b5:c3:da:fc:db:bb:6d:5e:b0:1d:da:0c:26:
                    e1:73:1c:ee:21:a8:61:fa:f0:d5:66:cf:9c:fe:cd:
                    ed:e5
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints: 
                CA:FALSE
            X509v3 Key Usage: 
                Digital Signature, Non Repudiation, Key Encipherment
            X509v3 Subject Alternative Name: 
                DNS:cvaa313.itsmtaxud.priv, DNS:cvab313.itsmtaxud.priv, DNS:cvac313.itsmtaxud.priv, DNS:cvad313.itsmtaxud.priv, DNS:cvae313.itsmtaxud.priv
            X509v3 Subject Key Identifier: 
                77:EA:F9:CB:45:E6:09:B5:00:EB:6A:D2:E3:19:BB:30:AB:07:FB:FD
    Signature Algorithm: sha256WithRSAEncryption
        cb:99:b4:50:86:7c:9a:c9:76:e4:0f:5b:c1:91:e3:91:48:3e:
        2e:81:ce:7d:4f:a9:a4:ce:fe:7c:18:c3:bf:30:36:15:2c:55:
        b6:be:d0:a9:93:2b:6e:ac:7e:d7:d5:20:b2:a3:15:df:c8:a3:
        43:e2:08:79:00:ed:ba:7b:ed:9f:9d:38:cb:63:d5:95:06:11:
        e4:d1:5d:9a:34:1f:bb:3a:76:0c:25:93:b9:77:bd:d5:98:00:
        ad:47:c8:0a:fe:f2:9b:4f:37:86:ca:1c:c0:8b:5e:9a:b5:58:
        15:d5:e2:ca:98:8e:b3:13:c4:f1:d0:d2:54:a0:a0:a0:67:cb:
        26:2a:fa:72:a4:75:05:90:6b:c1:37:f5:96:a6:e1:38:48:93:
        50:28:d1:71:27:64:f7:2b:ba:35:2e:94:c6:ea:e1:7a:4d:1e:
        65:db:e4:9a:86:dd:6c:4e:92:43:5b:9d:26:52:f3:b3:bc:9c:
        af:7b:27:ce:a3:2c:17:97:78:3b:12:02:d9:57:44:a7:ec:cc:
        c6:7e:0d:70:01:0c:dc:20:54:94:ed:a2:42:4a:52:1e:37:3c:
        c7:9c:ce:c1:fc:5f:37:28:7f:34:8c:cd:de:c3:2d:32:af:0c:
        64:59:fb:33:55:df:21:5d:6c:05:e4:d7:94:d5:50:7c:ae:96:
        7e:1d:95:8d
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Project Plan for EO CT R2_[EO Name].xlsx
Cover

		 Project Plan for ICS2 Release 2 

		Please send the completed Project Plan to your responsible National Customs Authority





Project Plan

		ICS2 Release 2 - Project Plan

		[NA COUNTRY CODE]										Please select the country code of the National Customs Authority that support the EO during self-conformance testing campaign.

		[EO TYPE]										Please select the role that EO system plays in the interaction with ICS2.

		[EO NAME] 										Please provide the name of the EO. The plan should be provided separately for each EO that connects to ICS2 system. (If this is the case, please add the same planning block, as many times, as many EOs are involved).  MS, where the EORI of EO was issued, should report the plan for this EO to DG TAXUD. Please align EO plans in accordance with agreed R1/R2  migration – transition strategy.

		Milestones		Start date (dd/mm/yy)		End date (dd/mm/yy)		TAXUD planning (dd/mm/yy)		NA answers and comments		Explanation

		Planned timeframe for development of EO system for ICS2 R2						N/A				Please provide the estimated timeframe for the consruction of the EO system.

		Conformance Testing (self-service)						01-07-2022 - 14-02-2023				Please provide the estimated timeframe for the Conformance Testin.

		Participation to End-to-End planned (YES/NO)						N/A		 [YES/NO]		Please specify if EO want to participate in the End-to-End or not. The End-to-End is carried out between Traders & Member States and the European Commission to ensure mutual end-to-end business (e.g. MS Risk analysis, referrals, controls, etc.). Follows the Conformance Testing.Please note, that the MS that is ready for End-to-End needs to come with its EO for the End-to-End (both must have completed the Conformance tests, as prerequisite).

		End-to-End Testing						01-11-2022 - 15-12-2022				If Yes to the previous question, please provide the dates.

		Readiness for Operation						3/1/23				Please provide the planned date of start of operation of the EO system.





Sheet1

		Postal Operator

		Express Operator

		Notify Party

		Person Notifying the arrival

		Carrier

		House Filer





ASSIST

		Postal Business Scenario 1 (Postal most common)																		AT

		Postal Business Scenario 3 (Postal with IMS involvment, Referrals and ENS consultation)																		BE

																				BG

																				CH

																				CY

		PENDING																		CZ

		NOK																		DE

		OK																		DK

																				EE

																				ES

																				FI

																				FR

																				GR

																				HR

																				HU

																				IE

																				IT

																				LT

																				LU

																				LV

																				MT

																				NL

																				NO

																				PL

																				PT

																				RO

																				SE

																				SI

																				SK

																				UK






image14.emf
ICS2_R2_Operations  Checklist_EO-v1.xlsx


ICS2_R2_Operations Checklist_EO-v1.xlsx
EO - Deployment Activities

		Economic Operators - Operations Checklist for Transition Activities towards ICS2 R2 Operations

		Task no.		Checkpoints		Due Date defined by DG TAXUD		Status (Not Started / Ongoing / Completed)		Completion Date		Remarks/Instructions

		1		Confirm that all Self-Conformance Testing activities have been completed		2/28/23						To confirm that there is no any pending action/modification to be done regarding the Self-Conformance Testing (CT) campaign.

		2		Obtain sealing certificate from a trusted CA or reaching agreement with NA to use alternate		T0 - 2 weeks						To obtain a digital certificate to be used for sealing at message layer, which should be registered in the National UUM&DS Application or in the Central UUM&DS Application.

The digital certificate for message sealing must be issued by a CA that is on the official EU wide LOTL (https://webgate.ec.europa.eu/tl-browser/#/) or on the National Customs alternate list of the Member State to whom National UUM&DS would like to register this certificate. The Certificate Authorities (CAs) on the LOTL can be divided into two categories: 
•	CAs that issue qualified certificates
•	CAs on the LOTL that issue non-qualified certificate for e-signature/sealing
Both categories (qualified and non-qualified certificates) of the LOTL can be registered for ICS2 message sealing. 
Alternatively, an EO can use a certificate issued by other CAs as long as the CA is present on the “National Customs Alternate List”. The National Customs Authority of registration should be consulted before acquiring a certificate of a CA not present in the LOTL; the NA will decide if the CA can be added to its alternate list. An EO can use the same sealing certificate that has been used for conformance environment (CONF) but this has to be registered also in UUM&DS in production environment (PROD).

		3		Register sealing certificate in National or Central UUM&DS
		T0 - 2 weeks						To confirm that the sealing certificate is registered in National or Central UUM&DS in production environment and that is active. It is highlighted that each EO who act as sender should register its sealing certificate in the National UUM&DS Application (of its Member State) for production. In case that its Member State has not developed a National UUM&DS Application or the developed National UUM&DS Application does not offer the certificate registration, then the EO should register its certificate in the Central UUM&DS Application for production. More information on this procedure is described in the UUM&MDS Central Certificate Registration Manual for EOs, which is published on PICS  https://webgate.ec.europa.eu/pics/filedepot/24416?fid=62623 and in the UUM&DS online course that is available at https://customs-taxation.learning.europa.eu/course/view.php?id=494&section=1

		4		Obtain certificate for the 2-way TLS encryption		T0 - 2 weeks						To obtain a TLS (Transport Layer Security) certificate from a trusted Certificate Authority (CA) to be used at the transport layer (https) for identifying itself following the 2-way TLS security mechanisms.  A Trusted CA in the TLS context can be a commercial CA trusted by DG TAXUD. The CA used needs to be notified to DG TAXUD, but the certificate does not require registration. For production environment (PROD), it can be used the same TLS certificate as in conformance environment (CONF).

		5		Deploy the EO System and confirm if up and running		T0 - 1 week						To deploy your EO System and to confirm that is up and running for ICS2 Release 2 Operations.

		4		Establish one or more Access Point(s) for exchanging messages with the ICS2 STI via TAPAS production environment (PROD)                                                                         		T0 - 2 week						In order to establish your AS4 connection with ICS2 STI production system, it is required to follow the procedure that was followed for conformance environment (please refer to section 3.2.1 of EO Conformance Test Organisation Document) but this time, the same procedure should take place under the production environment.


		6		Verify the connectivity between TAPAS and EO AS4 access point(s)		T0 - 2 week						In order to verify your AS4 connection with ICS2 TAPAS in production environment, it is required to follow the procedure that was followed for conformance environment (please refer to section 3.2.2 of EO Conformance Test Organisation Document) but this time, the same procedure should take place under the production environment.

		8		Ensure the usage of the latest dedicated ICS2 CLs as per CFSS-CL		T0 - 1 week						You could get the ICS2 CLs via  the European Commission website:
https://ec.europa.eu/taxation_customs/dds2/col/col_download_home.jsp?Lang=en 

		9		Ensure that the EORIs used in the ENS filings are existent and valid (for declarants and representatives, and also for ITSP).		T0 - 1 week						The EORIs can be verified via the European Commission website: https://ec.europa.eu/taxation_customs/dds2/eos/eori_validation.jsp?Lang=en

		10		Ensure that the ENS filings include commodity codes which are existent and valid		T0 - 1 week						The commodity codes can be consulted via the European Commission website: https://ec.europa.eu/taxation_customs/dds2/taric/taric_consultation.jsp?Lang=en

		11		Ensure that the ENS filings include CUS codes which are existent and valid (If used)		T0 - 1 week						The CUS codes can be consulted via the European Commission website: https://ec.europa.eu/taxation_customs/dds2/ecics/chemicalsubstance_consultation.jsp?Lang=en

		12		Clear the EO System database		T0 - 1 day						(Recommended) The clearing of your EO System database should be done before the day that you have set to enter in ICS2 Operations. Important Note: This task refers only to the EOs that will enter for the very first time in ICS2 Operations. EOs that are already operational from ICS2 R2, must not perfom any clearing activity on their database.

		T0 is the date when EO plans to be connected to the ICS2 Operations

		Example: [T0 - 1 week] = [1 week before GO live date]
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EO Conformance Test Diagnostic Request Template

		ICS2



		Test Identification



		EO Name under Testing

		



		EORI

		



		EO Type (Postal, Express, Carrier, House Filer, etc)

		



		Business Scenario 

		



		Test Case

		



		Test Date 

		



		Problem Description



		



		Severity



		



		Analysis and Diagnosis 



		



		Action



		






image16.png
EU Login

One account, many EU services

Create an account

ielp for extemal users

First name

L 1

Last name
E-mall

Confirm e-mail

E-mail language

glish (en;

acknowiedge that you
ne privacy statement

canest

Crete ansccount




image17.png
~ Location

Select a country

Timezone

Language

~ Institution

Institution type

Institution name

Domain / Area

Department

Belgium

Server timezone (Europe/Brussels) -

English (en)

~Choose-—

O Taxation (J Customs

There are required fields in this form marked @

— -




image18.png
.

10

4

H
circabc

The easiest way to share information
in the European Commission

CIRCABC provides a secured working area to share
information over thousands of users and interest groups.

B oo
3





image19.emf
EO Consolidated  Report for EO CT R2.xlsx


EO Consolidated Report for EO CT R2.xlsx
EO Progress Report

		no.		EO (Name)		EORI (Number)		EO Self-CT Planned Date		EO Self-CT Status		EO Self-CT Completion Date		Participation to E2E (YES/NO)		E2E Testing (Date)		ICS2 R2 GO Live (Date)

		1														

		2														

		3														

		4														

		5														

		6														

		7														

		8														

		9														

		10														

		11														

		12														

		13														

		14														

		15														

		16														
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		19														

		20														

		21														

		22														

		23														

		24														

		25														

		26														
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		32														

		33														

		34														
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		36														

		37														

		38														

		39														

		40														

		41														
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		43														
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		46														
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		49														

		50														

		51														

		52														

		53														

		54														

		55														

		56														

		57														

		58														

		59														

		60														

		61														

		62														

		63														

		64														

		65														

		66														

		67														

		68														

		69														

		70														

		71														

		72														

		73														

		74														

		75														

		76														

		77														

		78														

		79														

		80														

		81														

		82														

		83														

		84														

		85														

		86														

		87														

		88														

		89														

		90														

		91														

		92														

		93														

		94														

		95														

		96														

		97														
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		292														
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		1904														

		1905														

		1906														

		1907														

		1908														

		1909														

		1910														

		1911														

		1912														

		1913														

		1914														

		1915														

		1916														

		1917														

		1918														

		1919														

		1920														

		1921														

		1922														

		1923														

		1924														

		1925														

		1926														

		1927														

		1928														

		1929														

		1930														

		1931														

		1932														

		1933														

		1934														

		1935														

		1936														

		1937														

		1938														

		1939														

		1940														

		1941														

		1942														

		1943														

		1944														

		1945														

		1946														

		1947														

		1948														

		1949														

		1950														

		1951														

		1952														

		1953														

		1954														

		1955														

		1956														

		1957														

		1958														

		1959														

		1960														

		1961														

		1962														

		1963														

		1964														

		1965														

		1966														

		1967														

		1968														

		1969														

		1970														

		1971														

		1972														

		1973														

		1974														

		1975														

		1976														

		1977														

		1978														

		1979														

		1980														

		1981														

		1982														

		1983														

		1984														

		1985														

		1986														

		1987														

		1988														

		1989														

		1990														

		1991														

		1992														

		1993														

		1994														

		1995														

		1996														

		1997														

		1998														

		1999														

		2000														

		2001														

		2002														

		2003														

		2004														

		2005														

		2006														

		2007														

		2008														

		2009														

		2010														

		2011														

		2012														

		2013														

		2014														

		2015														

		2016														

		2017														

		2018														

		2019														

		2020														

		2021														

		2022														

		2023														

		2024														

		2025														

		2026														

		2027														

		2028														

		2029														

		2030														

		2031														

		2032														

		2033														

		2034														

		2035														

		2036														

		2037														

		2038														

		2039														

		2040														

		2041														

		2042														

		2043														

		2044														

		2045														

		2046														

		2047														

		2048														

		2049														

		2050														

		2051														

		2052														

		2053														

		2054														

		2055														

		2056														

		2057														

		2058														

		2059														

		2060														

		2061														

		2062														

		2063														

		2064														

		2065														

		2066														

		2067														

		2068														

		2069														

		2070														

		2071														

		2072														

		2073														

		2074														

		2075														

		2076														

		2077														

		2078														

		2079														

		2080														

		2081														

		2082														

		2083														

		2084														

		2085														

		2086														

		2087														

		2088														

		2089														

		2090														

		2091														

		2092														

		2093														

		2094														

		2095														

		2096														

		2097														

		2098														

		2099														

		2100														





Temp

		Not Started		YES

		Ongoing		NO

		Completed






